Concox

Track & Achieve

WWW.iCONcox.com

Version: V1.1
Confidential
Shenzhen Concox Information Technology Co. Ltd
GK309E
Communication Protocol
Important Revision History
Writer Date Version | Audit | Approval Description
2014/9/13 1.0. First edition

1. Add LBS + WIFI information packet

(0x2c¢)

2. Add WTMER, WIFION, WIFIOFF

and LIDW control command

Copyright announcement

The copyright of this document is reserved by Shenzhen Concox Information Technology Co., Ltd..

All rights are reserved.

Any unauthorized behavior as copying, transmitting part or whole of this document will take all legal obligations.



Concox

Track & Achieve _
WWW.ICONCOX.Com
Content
1. COMMUNICATION STATUTE ...t 1
1.1, INTRODUCTION ..cutitiittitesteseeteste st eesestesbe e seesestesbesbeseesesbesbeseeseabesbesbe e eseabesbesbeneeneabesbesbeneas 1
O 010 V[ 1= [ i SRR 1
2. TERMS AND DEFINITIONS ..ot 1
3. BASIC RULES ... .ot 1
4, DATA PACKAGE FORMAT ...ttt 5
AL START BT bbb et 6
4.2, PACKET LENGTH .ottt sttt ettt bttt b bbbt b bbb bttt b b e 6
4.3, PROTOCOL NUMBER .....ttttitittiitente ittt st st ettt bt ese bbb bbb e b sr e ek abe b e st b b e e 6
4.4.  INFORMATION SERIAL NUMBER.......ceititirteieniaiistentesiesesteseesbesbe st s e iesbe e e e st snesne s 7
5. INFORMATION CONTENTS ...ttt 7
5.1.  LOGIN MESSAGE PACKET (OX0L)....ccueiiiiiiiiieiesiiiieseiitesiesieeaesiestessasnne e stesneessessessneneeseenes 7
5.2.  GPSINFORMATION PACKAGE (0X10) ..ioiiiiiiiiiiiiiiiieeeiie et ie sttt st 10
5.3. HEARTBEAT PACKET (INFORMATION STATUS PACKET) (0X13) ..ccocvevviviririeeriennes 124
5.4. COMBINED INFORMATION PACKET OF GPS, LBS AND STATUS (0X16) .....cceovvvrieriennn 147
5.5.  LBS, PHONE NUMBER CHECKING LOCATION INFO PACKAGE (0X17)...ccccvieiiirieriennn 170
5.6. LBS EXTENSION INFORMATION PACKAGE (0X18).....cceeiveiiiriiriieieniesiesieeie e sieseeeee e 203
5.7.  LBS/STATUS INFO PACKAGE (0X19) .iiiiiiiiiiiiiiieecececeeee et 235
5.8. GPS/PHONE NUMBER CHECKING LOCATION INFO PACKAGE (0X1A) .....coovreiririeriennn 246
5.9.  SYNCHRONIZATIONS PACKAGE (OXL1F) ..cveeiiiiiiiieieic sttt 25
5.10. DATAPACKET SENT FROM SERVER TO TERMINAL (SETTING COMMAND 0X80)............ 269
5.11. COMMAND SENT FROM SERVER TO TERMINAL (SETTING COMMAND 0X81) ................ 325
5.12. SERVER SEND COMMAND TO TERMINAL (LEAVE MESSAGES 0X82) ......c.ceovevreerieriennn 357
5.13. LBS BASE STATION ADDRESS REQUEST PACKET (0X8B) .......cccviiviieiniinie e 358
5.14. LBS + WIFI INFORMATION PACKET (OX2C) ...ccuveieiiesiieieiiesie e eee et 403
5.15.  COMMAND FOR PLATFORM IMMEDIATE LOCATING(LIDW) .....cccooiiiiiinieieiec e 414
5.16. INSTRUCTION ABOUT LOGIN DATA PACKAGE AND STATUS PACKAGE ......ccceiveerierienieenne 436
6. ERROR CHECK ... ..ottt enne e 447
7. ST OP Bl e e eees 447
8. APPENDIX A: CODE FRAGMENT OF THE CRC-ITU LOOKUP
TABLE ALGORITHM IMPLEMENTED BASED ON C LANGUAGE........... 447
9. APPENDIX B: COMPLETE FORMAT OF INFORMATION
PACKAGE ... e 458



1. Communication statute

1.1. Introduction

This document defines instructions about interface protocol on application layer of
vehicles GPS tracker and location-based service platform. Related interface
protocol only applies in the interaction between the platform and the terminal.

1.2. Compatibility

The applicable platform version is GK309.

2. Terms and definitions

Terms/ab. English meanings

CMPP China Mobile Peer to Peer
GPS Global Positioning System
GSM Global System for Mobile Communication
GPRS General Packet Radio Service
TCP Transport Control Protocol
LBS Location Based Services

IMEI International Mobile Equipment Identity
MCC Mobile Country Code
MNC Mobile Network Code
LAC Location Area Code
Cl Cell ID
RSSI Received Signal Strength Indicator
UDP User Datagram Protocol
SOS Save Our Ship/Save Our Souls
CRC Cyclic Redundancy Check
NITZ Network Identity and Time Zone
GIS Geographic Information System

3. Basic rules

1. Terminal will send login information package by default and wait confirmation from the server.
Server

@ Login information package

Device from device to server

- [

2. After the normal connection is established, the terminal will regularly send GPS, LBS combined

[
Response data package o’
from server to device




info package or GPS and LBS info package separately to server after changing of the GPS info.
Server can set the default sending protocol by command.

Server

GPS LBS

Device
' GPS/LBS Merged Information

3. To ensure the effectiveness of the connection, the terminal will send state information to server
during fixed interval and the server will reply the response information package to confirm.

Server
) @ Device will send status
Device information to server
' Server will reply the
@ response information
to device

4. GPRS network connection
GK309 uses TCP to connect with server.

Basic Procedure:



Start

Y

v Y v

GPS search GPRS connection LBS preparation

Y

Login information packet

Y

Receive server feedback

Login succeed

Y

Y R

GPS positioning information packet

LBS extension LBS info change

v info packet
| |

GPS chip sleep

4. Data Package Format

Communication transfer is asynchronous mode in byte. It transfers serial data stream of every
uncertain length data package between terminal and server.
Data package length: (10+N) Byte

Format Length(Byte)
Start Bit 2
Packet Length

Protocol Number

Information Content

Information Serial Number
Error Check
Stop Bit

NN N| 2| |




Note: For GK309, Single byte packet length is mainly used.

Double byte length packet is used when message length exceeds 255 bytes. Data packet length:
(11+N) Byte

Format Length(Byte)
Start Bit 2

Packet Length

Protocol Number

Information Content

Information Serial Number
Error Check
Stop Bit

NN [(ND[Z2[F—,]|DN

4.1. Start Bit

Message differentiates the data packet by the start bit.
Single byte length data packet: Fixed value in HEX 0x78 0x78
Double bytes length data packet: Fixed value in HEX 0x79 0x79

4.2. Packet Length

Length = Protocol Number + Information Content + Information Serial Number + Error Check,
totally (5+N) Byte, because the Information Content is a variable length field.

4.3. Protocol Number

Refer to different “information content” and correspond to the protocol number.

Switched protocol needed when Description
Type Value the content replied by server is in
English
Login information packet 0x01 Server response
General GPS

GPS information packet 0x10 o
position upload

. X For network
Heartbeat, status information

0x13 maintenance, server
packet
must reply.
GPS/LBS/Status merged ) ) GPS alert packet
) . 0x16(Chinese) 0x96 (English response)
information packet
LBS/Checking location via | 0x17(Chinese) 0x97 (English response) LBS immediate




packet

0x18

phone number Information positioning
packet
LBS extension information General LBS

position upload

LBS/Status Merged packet

0x19(Chinese)

0x99 (English response)

LBS alert packet

GPS/Checking location via

GPS immediate

phone number information | Ox1A(Chinese) 0x9A (English response) positioning
packet
Synchronizations package Ox1F Time checking
Control command
Server Sends Command To
. . 0x80 channel
Terminal (setting) package ) )
(‘uplink/downlink)
Server Sends Command To Ox81 Control command
X
Terminal (checking) package (data) uplink channel
. Obtain latitude,
Request the latitude and .
. 0x8B longitude and current
longitude of LBS .
time by LBS.
LBS+WIFI information
0x2C
packet

4.4, Information Serial Number

The serial number of the first GPRS data (including status packet and data packet such as GPS,
LBS package) sent after booting is ‘1°, and the serial number of data sent later at each time will be

automatically added ‘1°.

5. Information Contents

The specific contents are determined by the protocol numbers corresponding to different

applications.

5.1. Login Message Packet (0x01)

5.1.1. Content

Content
Format " . - -
Terminal ID Type Identifier Extension Bit
Length 8 2 2

Login Message Package is used to confirm whether the connection is normal and submit terminal

ID to server.




There are two types of login message package, one is with the extension bit, and the other is
without the extension bit.

5.1.1.1.Terminal ID

The Terminal ID number is 15 bits.
E.g. If the IMEI is 123456789012345, then the Terminal ID will be: 0x01 0x23 0x45 0x67 0x89
0x01 0x23 0x45.

5.1.1.2.Type Identifier

Type Identifier occupied 2 bytes. It can be used for identify terminal type.
E.g. For GK309 LBS version, the Type Identifier will be 0x10 0x04.
E.g. For GK309 GPS version, the Type Identifier will be 0x10 0x05.

Model Type Identifier
GK301(LBS) 0x10 0x04
GK301(GPS) 0x10 0x05
GK306(LBS) 0x10 0x16
GK306(GPS) 0x10 0x17
GK309(LBS) 0x10 0x1D
GK309(GPS) 0x10 0x1C

5.1.1.3.Extension Bit

Meaning
15
14
13
12
One and a 11
half bytes 10 . .
(bit15__bitd) | 9 The time zone value times 100.
8
7
6
5
4
Low half 3 Eastern/western time zone




byte 2 —

(bit4-bit0) Language selection
! bit 1
0 Language selection 0
bit
Note:
Bit3 0------- Eastern time zone
1--—---- Western time zone
E.g.

If the Extension bit is: 0x32 0x00, it indicates GMT+8:00.
Arithmetic: 8*100=800, convert 800 into hex value, which is 0x0320.

If the Extension bit is: 0x4D 0xDS8, it indicates GMT-12:45.
Arithmetic: 12.45*100=1245, convert 1245 into hex value, which is 0X04 0XDD.

Algorithmic method: to combine the time zone value with eastern/western time zone and language
selection bit so as to save the bytes.

5.1.2. Server Response

The example of the login message packet without extension bit is as below;
Terminal->Server (here the terminal 1D is 123456789012345)

Format Value
Start Bit 0x78 0x78
Packet Length 0x0D
Protocol
0x01
Logi Number
Ogl'("tme_:;agi N = OX01 0x23 0x45 0X67
wi
packeLwithou 0x89 OXO01 0x23 Ox45
extension bit N
Identifier 0x10 0x04
(20 Byte) -
Information
. 0x00 0x01
Serial Number
CRC verify 0x8C 0xDD
Stop Bit 0x0D 0x0A

The example of the login message packet with the extension bit is as below:

Format Length(Byte)
Start Bit 0x78 0x78
Login message | Packet Length 0x11
packet with the Protocol
. . 0x01
extension bit Number
(22 Byte) ) 0x03 0x53 0x41 0x90
Terminal ID
0x30 0x09 0x96 0x21




Identifier 0x10 0x06
Extension bit 0x32 0x01
Information
Serial 0x00 0x01
Number
CRC verify 0x37 0x6C
Stop Bit 0x0D O0x0A

Server-> Terminal (the response protocol number is the same with the one sending by terminal)

Description Example
Start Bit 0x78 0x78
Packet Length 0x05
Protocol Number 0x01
Serial Number 0x00 0x01
CRC Verify 0xD9 0xDC
Stop Bit 0x0D 0x0A

5.1.3. Function

Login message packet will be sent the first time when the terminal connects with the platform, and
it is used for platform to recognize different ID.

5.2. GPS Information package (0X10)

Format Length(Byte)

Date and Time 6
GPS message length,
Quantity of GPS satellites
Latitude
Longitude

Informa
tion
Content

Speed

Course, Status

NN~

Reserved extension bit

5.2.1.1.Date and time

Format Length(Byte)
Year 1
Month 1
Day 1




Hour 1

Minute 1

Second 1
E.g. 2010-03-23 15:50:23
Calculated as follows: 10(Decimal)=0A(Hexadecimal)
3 (Decimal)=03(Hexadecimal)
23(Decimal)=17(Hexadecimal)
15(Decimal)=0F(Hexadecimal)
50(Decimal)=32(Hexadecimal)
23(Decimal)=17(Hexadecimal)
Then the value is: 0x0A 0x03 0x17 0x0F 0x32 0x17

5.2.1.2.GPS info length/ Number of satellites involved in locating

1 byte converts to binary is 8 bit, the first 4 bit means GPS info length, the last 4 bit means number
of satellites involved in locating.

Note: The length includes 1 byte occupied by itself.

E.g. OXCC means GPS information length is 9 bytes, the number of satellite involved in locating is
12.

5.2.1.3.Latitude

Occupy 4 bytes, representing the latitude value. Value ranges from 0 to 162000000, which
represents the latitude ranges from 0<to 90<Unit: 1/500 second
Conversion method:
(1) Convert the latitude (degrees, minutes) data from GPS module into a new form which
represents the value only in minutes;
(2) Multiply the converted value by 30000, and then transform the result to hexadecimal
number
E.g. For 22°32.7658', (22>60-+32.7658)>30000=40582974,then convert it to hexadecimal number
0x02 0x6B 0x3F 0x3E

5.2.1.4.Longitude

Occupy 4 bytes, representing the longitude value of location data. Number ranges from 0 to
324000000, representing the range form 0o 180<Unit: 1/500 seconds, Conversion method is the
same as latitude’s.



5.2.1.5.Speed

Occupy 1 byte, representing the speed of the terminal; ranges from 0 to 255. Unit:
kilometer/hour.

5.2.1.6.Status/Course

Occupy 2 bytes; representing the moving direction of the terminal; ranges from 0-360; unit:
degree, regards due north as 0 degree; clockwise.

1 byte is composed of eight binary. In the first byte, the first six binary represents status. The
last two binary and the whole eight binary in the second byte (10 binary in total) represents course.
Bit7 —
Bit6 —

Bit5 GPS real-time/differential positioning

Bit4 GPS having been positioning or not

BYTE_1 - - -
Bit3 East Longitude, West Longitude

Bit2 South Latitude, North Latitude
Bitl
Bit0

Bit7

Bit6
Bit5
Bit4
Bit3
Bit2

Course
BYTE_2

Bitl

Bit0
0: south latitude 1: North latitude
0: East longitude 1: West longitude
0: GPS has not located 1: GPS has located
0: Real time GPS 1: Different GPS
Note: The status information in the data packet is the status corresponding to the time bit
recorded in the data packet.
E.g. the value is 0x15 0x4C, the corresponding binary is 00010101 01001100,
BYTE_1 Bit7 0
BYTE_1 Bit6 0
BYTE_1 Bit5 0 (real time GPS)
BYTE_1 Bit4 1 (GPS has been positioned)
BYTE_1 Bit3 0 (East Longitude)
BYTE_1 Bit2 1 (North Latitude)
BYTE_1 Bitl 0
BYTE_1 Bit0 1




BYTE_2 Bit7
BYTE_2 Bit6
BYTE_2 Bit5
BYTE_2 Bit4
BYTE_2 Bit3
BYTE_2 Bit2
BYTE_2 Bitl
BYTE_2 Bit0 0

which means GPS tracking is on, real time GPS, location at north latitude, east longitude and the
course is 3322

—>» Course 332<(0101001100 in Binary, or 332 in decimal)

O B B O O Bk, O

5.2.1.7.Reserved bit

Reserved bit as N is 2byte.

15
14
13
12
One nibble 1
bit15—bit4 10
Z No definition
7
6
5
4
3
Low nibble 2
bit4-bit0 1 Language selection bit 1
0 Language selection bit 2

Note:

Language selection bit 0=1 (or 0), language selection bit 1=0, which means the terminal asks
platform to reply Chinese location information by SMS.

Language selection bit 0=1, language selection bit 1=1, which means the terminal asks platform to
reply English location information by SMS.

E.g. Extension bit value is 0x00 0x00 or 0x00 0x01, that means ask for Chinese location
information. Value is 0x00 0x02 means English one.

5.2.2. Function

The terminal will upload GPS location after connected with platform and located by GPS.

11



If the GPS need work for long time, such as SOS active GPS or active GPS on platform, GPS will
work for 20mins. At this moment, GPS will upload location data for every 10s by default. If the
terminal does not support GPS work for long time, this data package will not be uploaded.

523 Example

GPS information packet (terminal ->server)

78 78 19 10 OE 09 03 OE 0A 26 C5 02 6C 19 96 0C 38 D1 20 00 14 00 00 01 00 1C 10 C6 0D 0A
Server response (server - terminal):

No need to reply

5.3. Heartbeat Packet (Information Status Packet) (0x13)

Information Content
Terminal
Format . Voltage . .
Information Level GSM Signal Strength Reserved Bit
Content
Length
1 1 1 N
(Byte)

5.3.1  Terminal Information

One byte is consumed defining for various status information of the mobile phone.

Hig- Low-
order order
bit bit
(7 [e [543 2 1]o]
Bit 0 Reserve
Bit1 Reserve
Bit 2 Reserve
000: Normal

001: Reserve

010: Power On Alarm
Bit 3-Bit 5 011: Low Battery Alarm
100: SOS Alarm

101: Enter geo-fence
110: Exit geo-fence

12



111: Power Off Alarm

Bit 6 Reserve
Bit 7 No definition

Note: Status information of the data packet is the status recorded by time position in data packet.
This byte in the 0x13 heartbeat packet is meaningless. Alert information uploaded by other
protocol.

5.3.2 Voltage Level

The range is 0~6 defining the voltage is from low to high.

0: No Power (shutdown)

1. Extremely Low Battery (not enough for calling or sending text messages, etc.)
2: Very Low Battery (Low Battery Alarm)

3: Low Battery (can be used normally)

4: Medium

5: High

6: Very High

5.3.3 GSM Signal Strength Levels

0x00: no signal;

0x01: extremely weak signal;
0x02: very weak signal;
0x03: good signal;

0x04: strong signal.

5.3.4 Reserved Extension Bit

Reserved bit is 2 bytes and the same as GPS data packet definition.

Extension Bit 2 bytes

BYTE_1 BYTE_ 2

0x01-0x0A: Reserve Alarm Alarm Alarm Alarm | N| No | La | La
GPS enters dead zone fence fence fence fence o | def | ngu | ngu
alarm: OxOB series series series series init | age | age
GPS exits dead zone number3 | number2 | numberl | numbe | d|ion | sel | sel
alarm: 0x0C ro e ecti | ecti
lllegal use alarm (SIM f on |on
card alarm): 0x0D I 1 0

Others:  No definition n

13




Description: The high half byte of byte 2 is the fence series number of enter /exit alarm.
These two bytes in the 0x13 heartbeat packet is meaningless. Alert information uploaded by other
protocol.

5.3.5  Server Response

The server needs to response after receiving the data packet.

Format Length (Byte)
Start Bit 2
Server Data Bit Length 1
response Protocol Number 1
(10 Serial Number 2
Byte) Error Check 2
Stop Bit 2

5.3.6  Function

The terminal starts to upload status information of terminal after connected with platform.
The terminal uploads data package every 5mins by default.

5.3.7 Example

Status packet(terminal—>server):

78 78 0A 13 00 05 00 00 01 00 OA 65 7E 0D 0A
Server reply (server->terminal):

78 78 05 13 00 0A 57 22 0D 0A

5.4. Combined information packet of GPS, LBS and Status

(0X16)

Information Content

Format
Da|GPS Information LBS Information status Information Reserve

14



te d
Ti extensio
m n bit
e |GPS .
. . Termin
informatio L
Cour al GSM
n length,[Latfon(S LBS [M|M |L .
. . . se, Cell [Inform |Voltage|Signal
Quantity |itu |gi [pe Leng|C [N |A . N
Statu ID [ation |Level |[Streng
of GPSjde |tu |ed th [C|C |C
. . S Conten th
informatio de )
n satellites
Length(
6 1 41411 2 1 (2]1]2] 3 1 1 1 2
Byte)

See above for details of parameters and format. Status information and reserved extension bit is the
same as defined in 0x13.

Server needs to respond and send alarm message to parents which includes address when SOS and
geo-fence alarm occurs. Then the terminal will forward it to parents as soon as reply received. For
other type of alarms, say power off alarm, the server can decide whether to send message or not as
it has already sent message to parents in the period of uploading the alarm to server.

5.4.2  Server Response

The terminal asks server for replying Chinese or English address, the replying data packages are
different according to extension command.

Replying data packet of Chinese:

Length
Format
(Byte)
Start Bit 2
Packet length 1
Protocol Number 1
Command Length of Command | 1
packet sent from | Informa | Server Flag Bit 4
the server to the | tion Command content M
terminal Content | Reserved  extension 0
(15+M Byte) bit
Information Serial Number 2
Error Check
Stop Bit

Applying Chinese address protocol no.:0X16.

Info content is as below:

15



Lengt
Format h
(Byte)
Length of Command 1
Information Server Flag Bit 4
Content Command content M
Reserved extension bit 0

Command content: ADDRESS&&address content&&phone number##
Chinese address content will be sent as Unicode.

Regarding the foreign countries’ addresses information are longer; add data bit into 2 Bytes in case
of 1 data is not enough.

Note:

Only the data bit length of address info protocol No. is changed into 2 Bytes.

Format Length (Byte)
Start Bit 2
Packet length 2
G : Protocol Number 1
mman
Ok ta " Length of 3
packet sen Command
from the ;
Informa | Server Flag Bit | 4
server to | .
tion Command
the M
. Content | content
terminal R 4
(15+M+N el 0
extension bit
Byte) . :
Information Serial Number
Error Check
Stop Bit

Applying for English address protocol: 0X96

5.4.3 Example

GPS,LBS and status merged packet(terminal>serve):
78 78 25 16 Oe 09 Ob Oe

3a13¢9 02 6¢ 19 b7 Oc

38d14100147d 0901

cc 00 28 66 00 Oe ee 60

06 04000101 1d 31d9

0d Oa

16



Server reply (server->terminal):
SOSY ™ R AR 5 % X B Al — 2% G4. 738 75 Tk [X <2014-09-11 14:58>
78 78 94 16 8e 00 00 00
0141 44 4452 4553 53
26 26 7d 27 60 25 54 7c
53 eb 00 21 5e 7f 4e 1c
77 01 6d f1 57 33 5e 02
5b 9d 5b 89 53 3a 75 59
4e d9 4e 00 8d ef 00 2e
00 47 00 34 00 2e 79 bb
9a d8 65 b0 59 47 5d €5
4e 1a 53 3a 7e a6 00 37
0036 7c 7300 2e 00 3c
0032 003000310034
00 2d 00 30 00 39 00 2d
0031003100200031
00 34 00 3a 00 35 00 38
00 3e 26 26 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
002323011d35c00d
Oa

5.5. LBS, Phone Number Checking Location Info Package

(0X17)

5.5.1. Terminal Sending Data Packet to Server

Format Length (Byte)
MCC 2
It LBS MNC 1
fito info LAC 2

conte
. Cell ID 3
Phone Number 21
Reserved Extension Bit N(N=2)

17



Note: “ Phone Number”----parent’s number, used for replying message.
Reserved extension bit N=2, which is as same as the GPS information package.

5.5.2. Server Response

The server replies Chinese address or English address based on the extended command, and the
response data packet is inconsistent
The response data packet in Chinese is as follow:

Format Length (Byte)
Start Bit 2
Packet Length 1
Corllwmand Protocol Number 1
packet sent Length of Command 1
from the :
Informa Server Flag Bit 4
server to .
the tion Command content M
. Content Reserved extension
terminal bit 0
(15+M+ Inf ion Seri I:\I b 2
N Byte) nformation Serial Number
Check Bit 2
Stop Bit 2

The Protocol Number of request Chinese address response is 0X17.

Info content is as below:

Format Length (Byte)
Length of command 1
Information Server flag bit 4
Content Command content M
Reserved extension bit 0

Command Content;: ADDRESS&&Address Content&&Phone Number##
Chinese address content is sent in UNICODE.

Considering the address or other foreign address in English is generally longer than that in Chinese,
one data bit is not enough, so the data bit is occupied in 2 bytes.

Note: only the packet length corresponding to the protocol number of response address information
is changed into two bytes.

Format Length (Byte)
Command Start Bit 2
packet sent Packet length 2
from the Protocol Number 1
serverto | Informa | Length of Command 2

18



the tion Server Flag Bit 4
terminal Content Command content
(17+M Reserved extension 0
Byte) bit
Information Serial Number
Check Bit
Stop Bit

The Protocol Number of request English address response is 0X97.

5.5.3. Example

LBS and PHB information packet(terminal->server):

78 78 24 17 01 CC 00 28 66 00 OE EE 2B 38 36 31 35 30 31 32 35 38 34 31 30 35 00 00 00 00 00
00 00 00 01 00 27 BO CE 0D 0A

server reply(server - terminal):

Location: |~ 7R IRYIT .5 % XA % YRR b bl B 0. ) 5 H 1B 3 .(N22.575,E113.917) ffY
i

78 78 9A 17 94 00 00 00 01 41 44 44 52 45 53 53 26 26 62 40 59 04 4F 4D 7F 6E 00 3A 5E 7F 4E
1C 77 01 00 2E 6D F1 57 33 5E 02 00 2E 5B 9D 5B 89 53 3A 8F B9 68 C0 8D EF 00 2E 75 32 5C
B8 79 D1 62 80 56 ED 96 44 8F D1 00 2E 54 0C 4E 50 51 FA 53 E3 96 44 8F D1 00 2E 00 28 00
4E 00 32 00 32 00 2E 00 35 00 37 00 35 00 2C 00 45 00 31 00 31 00 33 00 2E 00 39 00 31 00 37
00 29 96 44 8F D1 26 26 2B 38 36 31 35 30 31 32 35 38 34 31 30 35 00 00 00 00 00 00 00 23 23
00 27 FD 82 0D 0A

A. Example of Chinese address response information:

7878 /[start bit

84 // data length

17 /I Response Protocol Number

TE /lcommand length, i.e.: SMS content length
00000001 /[serial number sent from server

41444452455353 //ADDRESS

2626 //&& separator

624059044FAD7F6E0028 /I Chinese address is sent in UNICODE
004C004200530029003A

5E7FAE1C77015E7F5DDE

5E0282B190FD533AFF17

FF15FF144E6190530028

004E00320033002E0033

00390035002C00450031

00310032002E00390038



0038002996448FD1

2626 //&& separator
313337313038313931333500000000000000000000 /lphone number
2323 [1## terminator of content

0106 /I Serial No.

3825 /I Check Bit

O0DOA {lend bit

B. Example of English address info replying:

7878 /Istart bit

00D1 /[data length

97 I/l Response Protocol Number

00CA /lcommand length; content info length;

00000001 //serial number sent from server
41444452455353  //ADDRESS

2626 /1&& separator
0053004F00530028004C /l English address is sent in UNICODE
0029003A005300680069
006D0069006E00200046
0061006900720079006C
0061006E006400200057
00650073007400200052
0064002C004800750069
006300680065006E0067
002C004800750069007A
0068006F0075002C0047
00750061006E00670064
006F006E00670028004E
00320033002E00310031
0031002C004500310031
0034002E003400310031
0029004E006500610072

00620079

2626 //&& separator
313235323031333739303737343035310000000000 /Iphone number
2323 [[## terminator of content
0007 /serial number

72b5 /lcheck bit

ODOA /lend bit

5.6. LBS Extension Information package (0X18)

Format Length (Byte)
Information Date & Time 6
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Content

LBS
extension
information

MCC

MNC

LAC

Cl

RSSI

NLACQD

NCID

NRSSID)

NLAC®)

NCI®

NRSSI@

NLAC®)

NCI®

NRSSI®)

NLAC@®

NCI@

NRSSI®

NLAC®)

NCI®

NRSSI®)

NLAC®)

NCI®

NRSSI®)

Reserved extension bit

ZIRP[WINDIRP[WNIP[WIN[RP[WINFRP[WIN[PWIN[RP[W[IN|[F[N

5.6.1. Date & Time

The same as section mentioned above.

5.6.2. LBS Information

5.6.2.1.MCC

The same as mentioned above.

5.6.2.2.MNC

The same as mentioned above.
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5.6.2.3.LAC

The same as mentioned above.

5.6.2.4.CI (Cell ID)

Cell ID ranges from 0x000000 to OXFFFFFF

5.6.2.5.RSSI (Received Signal Strength Indicator)

RSSI ranges from 0x00 to OXFF. The actual value of signal strength is negative, while its absolute
value is uploaded.

5.6.2.6.NLAC1~6

The neighboring location area code, there are six of them.

5.6.2.7.NCI1~6 (Neighboring Cell ID)

The neighboring cell ID is one-to-one correspondence with the six neighboring location area code.

5.6.2.8.NRSSI1~6 (Near Cell ID Signal Strength)

NRSSI is one-to-one correspondence with the six neighboring location area code.
5.6.3. Extension byte
N=2, the same as GPS data.

5.6.4. Function

Terminal uploads base extension info packet to server timely and automatically under the
circumstances of no GPS or GPS off, realizing positioning (History upload).

5.6.5. Example
LBS extension information packet(terminal->server):
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78 78 3B 18 00 00 00 00 00 00 01 CC 00 28 66 00 OE E3 60 28 66 00 OE EE 59 28 66 00 OE ED
5B 28 66 00 OE E4 6B 00 00 00 00 00 FF 00 00 00 00 00 FF 00 00 00 00 00 FF FF 00 01 00 0C 72
A6 0D 0A

Server response(server - terminal):

78 78 05 18 00 0C 1B B2 0D 0A

No need to reply

5.7. LBS/ Status Info Package (0X19)

5.7.1. Terminal Sending Data Packet to Server

Format Length (Byte)
MCC 2
LBS MNC 1
Information LAC 2
Cell ID 3
Informa Terminal
tion Information 1
Content Status Content
Information Voltage Level 1
GSM Signal 1
Strength
Extension bit N

Extension bit N=2, the same as statue information.

5.7.2. Server response

The server needs to response after receiving the data packet.
See 5.5.2. Response protocol number: Chinese: 0x19; English:0x99.

Note: For platform compatibility, protocol used here could be 0x19 and 0x17. Server uses 0x17.

5.7.3. Example

LBS status packet (terminal->server):

78 78 1219 01 CC 00 28 66 00 OE EE 20 05 04 00 01 00 14 50 0C 0D 0A

Server reply (server - terminal):

SOScall: J7ZARE RIINT.F X ki, B R . 7] 5k H TP, (N22.575,E113.917) Fft
i

78 78 9A 17 94 00 00 00 01 41 44 44 52 4553 53 26 26 7D 27 60 25 54 7C 53 EB 00 3A 5E 7F 4E
1C 77 01 00 2E 6D F1 57 33 5E 02 00 2E 5B 9D 5B 89 53 3A 8F B9 68 C0 8D EF 00 2E 75 32 5C



B8 79 D1 62 80 56 ED 96 44 8F D1 00 2E 54 0C 4E 50 51 FA 53 E3 96 44 8F D1 00 2E 00 28 00
4E 00 32 00 32 00 2E 00 35 00 37 00 35 00 2C 00 45 00 31 00 31 00 33 00 2E 00 39 00 31 00 37
00 29 96 44 8F D1 26 26 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 23 23
00 14 87 07 OD OA

5.8. GPS/phone number checking location info package

(0X1A)
Format Length (Byte)
Date Time 6
Length of GPS information,
quantity of positioning 1
_ GPS satellites
Informat Informati Latitude 4
on on Longitude 4
Content
Speed 1
Course, Status 2
Phone Number 21
Reserved extension bit N

5.8.1. Server Response

The server replies Chinese address or English address based on the extended command, and the
response data packet is inconsistent

The response data packet in Chinese is as follow:

Format Length (Byte)
Start Bit 2
Command Length of data bit 1
packet sent Protocol Number 1
from the Length of Command 1
Informa :
server to . Server Flag Bit 4
ion
the Command content M
. Content - -
terminal Reserved extension bit 0
(15+M+N Information Serial Number 2
Byte) Check Bit 2
Stop Bit 2

The Protocol Number of request Chinese address response is 0X1A.

Info content is as below:



Format Length (Byte)
Length of Command 1
Informatio Server Flag Bit 4
n Content Command content M
Reserved extension bit 0

Command Content; ADDRESS&&Address Content&&Phone Number##
Chinese address content is sent in UNICODE.

Considering the address or other foreign address in English is generally longer than that in Chinese,
one data bit is not enough, so the data bit is occupied in 2 bytes.

Note: only the length of data bit corresponding to the protocol number of response address
information is changed into two bytes.

Format Length (Byte)
Start Bit 2
Command Length of data bit 2
packet sent Protocol Number 1
from the Length of Command 2

Informa :
server to fion Server Flag Bit 4
i
the Command content M
. Content - -

terminal Reserved extension bit 0
(17+M Information Serial Number 2
Byte) Check Bit 2
Stop Bit 2

The Protocol Number of request English address response is 0X9A.

5.8.2. Example

GPS PHB packet(terminal>server):

78 78 2E 1A OE 09 0B 10 0A OF C7 02 6C 19 72 0C 38 DO A2 00 14 D1 2B 38 36 31 33 36 33 32
36 36 38 36 37 37 00 00 00 00 00 00 00 00 01 00 29 4D AO 0D 0A

server reply(server - terminal):

Precise positioning: |~ ZAREIRYITH FE 2 X B AL— K. G4.mf & TolkIX 27 69 K.

78 78 70 TA 6A 00 00 00 01 41 44 44 52 45 53 53 26 26 7C BE 78 6E 5B 9A 4F 4D FF 1A 5E 7F
4E 1C 7701 6D F1 57 33 5E 02 5B 9D 5B 89 53 3A 75 59 4E D9 4E 00 8D EF 00 2E 00 47 00 34
00 2E 79 BB 9A D8 65 B0 59 47 5D E5 4E 1A 53 3A 7E A6 00 36 00 39 7C 73 00 2E 26 26 2B 38
36 31 33 36 33 32 36 36 38 36 37 37 00 00 00 00 00 00 00 23 23 00 29 59 B3 0D 0A

5.9. Synchronizations package (0x1F)

‘ ‘ Format ‘ Length ‘
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(Byte)
Informatio Date and time 6
n Content Reserved extension bit 2

5.9.1. Date and time

Terminal time

5.9.2. Reserved Extension Bit

Same as GPS data package

5.9.3. Server Response

Format Length (Byte)
c : Start Bit 2
OE‘Ta” t Length of data bit 1
acket sen
P Protocol Number 1
from the -
Informa Time (UTC second) 4
server to ion
the Reserved extension bit 2
. Content
terminal I tion Serial Numb
nformation Serial Number
(10+4+N B R
Byte) s .'
Stop Bit

Respond protocol number: Ox1F
The time is the UTC seconds shown on server.

5.9.4. Example

Time sync information packet (terminal->server) :

78 78 0D 1F OE 09 0B 1021 21 00 01 00 04 DO 17 OD OA
Server reply (server - terminal) :

78 78 0B 1F 54 11 5E 65 00 00 00 04 AD CF 0D 0A

5.10. Data Packet Sent From Server to Terminal (Setting

Command 0x80)
Format Length (Byte)
Informati | Length of Command 1
on Server Flag Bit 4
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Content Command content M
Reserved extension bit N
The Protocol Number is 0x80.

The terminal response the command from server, data package format is the same as the command
format from server to terminal. The protocol no. is different, using “0x80” or “0x81”. 0x80 is
setting command, 0x81 is checking command.

Note: Reserved extension bit N=0;

5.10.1. Command Length

Length= Server flag bit (4) +Comment content (M) + Reserved extension bit (2)

5.10.2. Server Flag Bit

It is reserved to the identification of the server. The binary data received by the terminal is returned
without change.

5.10.3. Command Content

It is represented in ASC Il of string, and the command content is compatible with text message
command.

Server

Terminal the server sends

I =/ command firstly = .
N &
sz~ the terminal implements »

| —

—

‘ |

[ k2
-

the command and
retwun information

5.10.3.1. Activate GPS online

(1) Without parameters setting
SMS command format:
GPSON#
Function description: Start GPS locating function

Returned SMS:
If successful, return;: GPSON=Success!
If failed, return: GPSON=Fail!

Example:
Server sends command to activate GPS online (server > Terminal):
78 78 10 80 0A 00 42 28 60 47 50 53 4F 4E 23 00 00 B4 3C 0D 0A
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(Terminal->server): OK!GPSON
78 78 17 8112 00 42 28 60 4F 4B 21 47 50 53 20 4F 4E 21 00 00 00 02 00 11 A7 6B 0D 0A
Note: Terminal uses 0x81 to reply results.

(2) With Parameters settings

SMS command format:
GPSON,T#
Function description: Start GPS locating function in T minutes. (T ranges from 5 to 300)

5.10.3.2. Set Family numbers online

SMS command format:

Add numbers:

FN&&A&&Nname 1&&numberl&&name 2&&number 2&&name 3&&number 3&&name
4&& number 4##

Note: the maximum length of the names is 6 letters. Names are shown in Unicode. Other characters
will be shown in ASCII.  “&&” can not to be omitted.

Delete numbers:

FN&&D&&serial number 1&&serial number 2&& serial number 3&&serial number 4##
OR

FN&&D&&number##

Returned SMS:

If successful, return: FN=Success!

If failed, return: FN=Fail!

E.Q.
FN&&A&&familynumberl&&13790774051&&zhangsan&&13790774051 & &lisi& & 137907
74051 & &wangwu&&13790774051##

FN&EA&LEE&E& & & Zhangsan&&13785421542& & & &&&&&H#H (Add the second number
without adding other numbers)

FN&&D&&1&&3## (Delete the first and third numbers and names)
FN&&D&&132487346727## (delete 132487346727 and corresponding name)

5.10.3.3. Set White List Numbers

SMS command format:

Add numbers: The server will upload all 15 numbers and every time it will cover the previous
settings.

WN&&A&&Name 1&&Number 1&&Name 2&&Number 2&&Name 3&&Number
3&&Name 4&&Number 4e¢++-+ Name 15&&Number 15##

Note: the maximum length of the names is 6 letters. Names are shown in Unicode. Other characters

28



will be shown in ASCIIl.  “&&” can not to be omitted.

Delete numbers: The platform may not support the delete command. This action can be performed
by adding numbers.

OR

WN&&D&&serial number 1&&serial number 2&& serial number 3&&serial number 4##
Or WN&&D&&phone number##

Note: Multiple corresponding phone numbers and names can be deleted by serial number deletion.
Only one phone number will be deleted if deletion is down by phone number.

Function: Set white list numbers

Return SMS:

If successful, return: WN=Success!

If failed, return: WN=Fail!

e.g.
WN&&A&&Ffamilynumberl&&13790774051&&zhangsan&&13790774051& & lisi&& 137907
74051& &wWangwu& &13790774051## to set 15 family phone numbers ( 4 is valid while 11 are
null). Character strings in command like zhangsan-are Unicode.

WNEEAEEEEEEZhangsan& & 137854215428 & & & & & & & (add the second family
number; others are null.)

WNE&E&E&D&E1&&E3#H: delete the first and third number.

WNE&E&D&&132487346727## : delete the number 132487346727.

Note: If the White List number too long (over 255 bytes), command length and package length
need to be filled by OXFF for terminal to analyze.

5.10.3.4. Set SOS numbers online

Add number:
SOS, A, Number 1, Number 2, Number 3, Number 4#
e.g.
SOS,A,13790774051,13790774051,13790774051,13790774051#
Delete number:
SOS,D, series number 1, series number 2, series number 3#
or SOS,D,phone number#

Returned SMS:

If successful, return: SOS=Success!

If failed, return: SOS=Fail!

e.g.

SOS ,A,13790774051,13553442881,13556286698,13525449308# (add 3 numbers at one time)
SOS,A,13790774051,, # (add the first SOS number, delete the second and third number)
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SOS,A, ,13553442881, # (add the second SOS number; delete the first and third number)
SOS,D,1# (delete the first SOS number)

SOS, D,1,3# (delete the first and the other three SOS numbers)

SOS,A,13790774051, 13553442881#( delete 13790774051 and 13553442881 )

5.10.3.5. Set Silent Mode and GPS working hours online

@)

2

e.g.

Send SMS command (for parents):
PERIOD,M,N,D,S1,52,53,54,55,56,S7,58#
M=0 silent mode hours; M=1 GPS working hours;
N=0 OFF; N=1 ON (only works for silent mode)
D=0 school days; D=1 Saturday; D=2 Sunday
§1,52,53:--+- ,S8 means time period. Format: HH:MM-HH:MM
e.g.
PERIOD,0,1,0,08:30-09:15,,10:15-11:00,,13:30-14:15,,,# (means to set silent mode period on
the first, third and the fifth time period of the weekday. Other period will be not be silent
mode.)
PERIOD,1,1,1,08:30-09:15,,10:15-11:00,,13:30-14:15,,,# (means to set GPS working hours
on the first, third and fifth time period of the weekend. Other period will not be working.)
GPRS command format (platform):
PERIOD,M,N,S1,52,S3,54,5S5,56,57,58;S1,52,S3,54,55,56,57,58;S1,52,53,54,55,56,57,S8#
OR
PERIOD|M]|N|S1|S2|S3|S4]S5(S6]S7|S8]S1|S2|S3|S4|S5|S6|S7|S8]S1]S2|S3]|S4|S5/S6|S7|S8}
M=0 silent mode; M=1, GPS working period
N=0 OFF; N=1 ON (only works for silent mode)
§1,52,53:--+- ,S8 means time period. Format: HMHM (length is 4 bytes)
e.g. If S1 is 10:30-11:30, then the content in decimal is 10301130; in hexadecimal will be
0x0a0x1e0x0b0x1e).
Note: If set weekday and weekend at the same time, use “]” to separate weekday and weekend.
The three S1 means the first period of first period of weekday, Saturday and Sunday.
Returned SMS:

If successful, return: TIME=Success!

If failed, return: TIME=Fail!

TIME]|0|1/08300915||10151100]|13301415||]J07000730|08300915|09301020|13301415|14301450|15
001530/16001630|17101800]07100720|08200935|09401040|13401445|14401455|15101520|161016
40[17301800} (means turning on silent mode, works for the first, third and the fifth time period,;
and the first to eighth time period on Saturday and Sunday. Those time period that separate by
|[means they are not in silent mode.)
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5.10.3.6. Parameters Settings Controlled by Terminal

Command Function Parameters
GTIMER turn on/off GPS timing and positioning
TIMER LBS/GPS Data transmission interval
PWRLIMIT | Power off limitation
RING ringtone setting
Or
SETRING
CALLMOD | incoming calls reminder mode switch
E
SIMALM SIM card changing alarm setting
BATALM Low battery alarm
PWRONAL | power on reminder
M
PWROFFAL | Power off warning .
M See command list
BLINDALM | Enter/exit GPS blind area remind
SOSALM SOS alarm
RINGVOL Ringtone volume
CALLVOL Call volume
FACTORY Restore to factory
WTIMER Turn on/off
WIFI timing and positioning
WIFION Open WIFI
WIFIOFF Turn off WIFI
LIDW Immediate positioning

Terminal reply description: Through 0x81, server will return execution results to server in character

strings. If parameters set successfully, the return format will be:

OK#command# xXXxxX
OK=success, command=parameters set, xxxxx= Execution result description

e.g 1: Set 3# as ringtone

[Server -> Terminal] sending:
78 78 16 80 OE 00 42 47 42 53 45 54 52 49 4E 47 2C 3323 00 01 00 00 49 FB 0D 0A
[Terminal -> Server] uploading:
78 78 1C 81170042 47 42 AF 4B 23 52 49 4E 47 23 2052 49 4E 47 3A 330000 00 02 00 7C 22

F2 0D OA

e.g2: Power off limitation
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[Server - Terminal] sending:
787818 80 10 00 42 47 47 50 57 52 4C 49 4D 49 54 2C 4F 4E 23 00 01 00 00 FE F7 OD 0A

[Terminal->Server] uploading:
78 78 26 81 21 00 42 47 47 4F 4B 23 50 57 52 4C 49 4D 49 54 23 20 50 57 52 20 4C 69 6D 69 74
3A4F 4E 00 00 00 02 00 7D 62 8C 0D 0A

5.10.5
N=0.

Reserved Extension Bit

5.11. Command Sent from Server to Terminal (Setting

Command 0X81)

Format 1: Adopted when reply content is less than 255 bytes (white list commend is excluded. See
above white list example)

\ Information
Packet Protocol Information Error
Format Start Bit Serial Stop Bit
length Number Content Check
Number
Length
2(0x78 0x78) 1 1 N 2 2 2
(Byte)
Information Content
Format Length of | Server Flag [ Command Reserved
Command Bit content extension bit
Length
1 4 M N (2)
(Byte)
Format 2: Adopted when reply content is longer than 255 bytes
) Information
. Packet Protocol Information . Error )
Format Start Bit Serial Stop Bit
length Number Content Check
Number
Length
2(0x79 0x79) 2 1 N 2 2 2
(Byte)
Information Content
Format Length of | Server Flag | Command Reserved
Command Bit content extension bit
Length 2 4 M N (2)
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@yte) | |

Note: Reserved bit (1): not used yet
Reserved bit (2): Coding mode for command content: 1=UNICODE 2=ASCI|I

5.11.1. Content Information

It is written in ASCII code. It is used to sync the server with the terminal.

5.11.1.1. Sync Family Numbers

Format: SEEFN#

Returned SMS: SEEFN&&Name 1&&Number 1&&Name 2&& Number 2&& Name 3&&
Number 3&& Name 4&& Number4##

Names will be shown in Unicode while others will be shown in ASCII.

E.g. SEEFN&&&&&&zhangsan&&13785421543& & & & & & & &t

5.11.1.2. Sync SOS Numbers

Format: SEESOS#

Returned SMS: SEESOS: Number 1,Number 2, Number3#

E.g. SEESOS:18734356421,18656425588,13888888888#
SEESO0S:18734356421,,13888888888#

5.11.1.3. Sync silent mode and GPS working period

See as 5.17.3.5

5.11.1.4. Sync Control Parameters

Format: CTRLPARAMS#
Returned SMS: CTRALPARAM: Control group 1,Control group 2, -+<Control group n#

Control Group List

Parameters Function Explanation
GTIMER GPS locating time
TIMER LBS/GPS data upload

interval See command list
PWRLIMIT Power off limited
RING Ringtone setting




CALLMODE Call reminder

SIMALM SIM card change alarm

BATALM Low power alarm

PWROFFALM Power off alarm

PWRONALM Power on alarm

BLINDALM Enter/exit GPS blind area
alarm

SOSALM SOS alarm

RINGVOL Ringtone volume

CALLVOL Call volume

5.11.1.5. Sync Geo-fence Data

Format: ALLGFENCES#
Returned SMS: ALLGFENCES: First Fence content, Second Fence content;=«+-* Fifth Fence
content#

Fence n content format:

1. Round: fence number, on-off state (1) , fence shape (0) , latitude (0: northern latitude 1:
southern latitude), longitude (O:east longitude 1:west longitude), center latitude, center longitude,
radius (m) , alarm triggering (1:IN 2:0UT 3:IN&OUT) , alarm upload (0:gprs 1: SMS &GPRS)

2. Rectangle: fence number, on-off state (1) , fence shape (1) , latitude (same as
above) longitude (same as above), upper left latitude, upper left longitude, lower right corner
latitude, lower right corner longitude, alarm triggering (same as above) , alarm upload (same as
above) #

3. Fence OFF: fence number, on-off state (0)

5.11.1.6. Sync White List Data

Format: ALLWHITEBOOK#

Returned SMS: ALLWHITEBOOK:Name 1, Number 1, Name 2, Number 2,--«-- Name N,
Number N;#

Note: Names will be written in UNICODE.

E.g.

For WHITE:FATHER,8826267; mother,13312341234;#
The actual data frame will be :

78 78 57 81 52 00 00 00 00 57 00 48 00 49 00 54
004500 3a 0036 72 b2 4e 2¢ 00 38 00 38 00 32

0036 00 32 00 36 00 37 00 3b 00 6d 00 6f 00 74

0068 00 6500 72 00 2¢ 00 31 00 33 003300 31
0032003300340031003200330034003b
0023000000 0001000d4a5a0dO0a
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5.12. Server Send Command To Terminal (Leave

Messages 0x82)
Server sends massage to terminal by the 0x82 protocol. Message can be broadcasted.
Format Length (Byte)
. Length of Command 1
Informati -
Server Flag Bit 4
on
Command content M
Content - -
Reserved extension bit 2

Note: Command content is in UNICODE
Reserved bit (1): not used yet
Reserved bit (2): Coding mode for command content: 1=UNICODE 2=ASCI|I

5.13. LBS Base Station Address Request Packet (0x8B)

5.13.1. Function

IT requests current latitude, longitude and time and is the datum point for terminal network
checking and AGPS running.

Length Examples
Format
(Byte)
Start Bit 2 0x78 0x78
Packet Length 1 0x0D
Protocol Number 1 0x8B
MCC 2 0x01 0xCC
Information LBS MNC 1 0x00
Content | Information LAC 2 0x26 Ox6A
CELL ID 3 0x00 0x1D OxF1
Serial Number 2 0x00 0x03
Error Check 2 0x80 0x81
Stop Bit 2 0x0D 0x0A

5.13.1.1. Start Bit

For details see Data Packet Format section 4.
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5.13.1.2. Packet Length

For details see Data Packet Format section 4.

5.13.1.3. Protocol Number

For details see Data Packet Format section 4.

5.13.1.4. MCC

The country code to which a mobile user belongs, i.e., Mobile Country Code (MCC).

E.g. Chinese MCC is 460 in decimal, or 0x01 OxCC in Hex (that is, a decimal value of 460
converting into a hexadecimal value, and 0 is added at the left side because the converted
hexadecimal value is less than four digits).

5.13.1.5. MNC

Mobile Network Code (MNC)
E.g. Chinese MNC is 0x00.

5.13.1.6. LAC

Location Area Code (LAC) included in LAI consists of two bytes and is encoded in hexadecimal.
The available range is 0x0001-0xFFFE, and the code group 0x0000 and OxFFFF cannot be used.
(See GSM specification 03.03, 04.08 and 11.11).

5.13.1.7. CellID

Cell Tower ID (Cell ID) with value ranges from 0x000000 to OXFFFFFF.

5.13.1.8. Information Serial Number

For details see Data Packet Format section 4.

5.13.1.9. Error Check

For details see Data Packet Format section 4.6
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5.13.1.10. Stop Bit

For details see Data Packet Format section 4.

5.13.2.

Server Response

LBS Address Report (Time Checking Included)

Format Length (Byte) Example
Start Bit 2 0x78 0x78
Packet Length 1 0x16
Protocol Number 1 0x8B
. 0x0e 0x06 0x05 0x00 0x37
Date and Time (UTC) 6
0x13
: Latitude 4 0x02 0x6¢ 0x10 0x02
Information Location Longitude 4 0x0c 0x38 0xd3 0x52
Content Time Zone 2 0x32 0x00
West Longitude/East
Longitude/Northern latitude/Southern 1 0x10
Latitude
Information Serial Number 0x00 0x0a
Error Check 0x2b Oxdd
Stop Bit 0x0D 0x0A
5.13.2.1. Start Bit

For details see Data Packet Format section 4.

5.13.2.2.

Packet Length

For details see Data Packet Format section 4.

5.13.2.3. Protocol Number

For details see Data Packet Format section 4.
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5.13.2.4. Date and Time

Format | Length(Byte) [ Example
Year 1 O0x0A
Month 1 0x03
Day 1 0x17
Hour 1 OxOF
Minute 1 0x32
Second 1 0x17

Example: 2010-03-23 15:50:23

Calculated as follows: 10(Decimal)=0A(Hexadecimal)
3 (Decimal)=03(Hexadecimal)
23(Decimal)=17(Hexadecimal)
15(Decimal)=0F(Hexadecimal)
50(Decimal)=32(Hexadecimal)
23(Decimal)=17(Hexadecimal)

Then the value is: 0x0A 0x03 0x17 0xOF 0x32 0x17

5.13.2.5. Latitude

4 bytes are consumed, defining the latitude value of location data. The range of the value is
0-162000000, indicating a range of 0290 < The conversion method is as follow:

Converting the value of latitude and longitude output by GPS module into a decimal based on
minute; multiplying the converted decimal by 30000; and converting the multiplied result into
hexadecimal

Example: 22°32.7658’= (22X60+32.7658) X30000=40582974, then converted into a hexadecimal
number

40582974(Decimal)=26B3F3E(Hexadecimal)

At last the value is 0x02 0x6B 0x3F Ox3E.

5.13.2.6. Longitude

4 bytes are consumed, defining the longitude value of location data. The range of the value is
0-324000000, indicating a range of 02180<
The conversion method herein is same to the method mentioned in Latitude.

38



5.13.2.7. Time Zone

15
14
13
12
11

One and a half bits | 10 .

. . Time zone value expands 100

bit15—hbit4 9
8
7
6
5
4
3 GMT+

, GMT- 1
Last nibble —
N No definition
bit4-bit0 ——
Language choice bit 1
Language choice bit 0

5.13.2.8. West /East Latitude & Northern /Southern Longitude

First nibble is latitude identification

0 for south, 1 for north

Last nibble is longitude identification

0 for east, 1 for west

e.g: 0x01 for southern latitude and western longitude

5.13.2.9. Information Serial Number
For details see Data Packet Format section 4.
5.13.2.10. Error Check

For details see Data Packet Format section 4.6

5.13.2.11. Stop Bit

For details see Data Packet Format section 4.
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5.14. .LBS + WIFI Information Packet (0x2C)

Format Length
(Byte)
Start Bit 2 0x78 0x78
Length = Protocol Number + Information Content
Packet length 1 . .
+ Information Serial Number + Error Check
Protocol Number 1 0x2C
Date Time year (1byte_) month (1lbyte) day (1lbyte) hour
(UTC) 6 (1byte) minute (1byte) second (1byte) (convert
to decimal)
MCC 2 Mobile Country Code
MNC 1 Mobile Network Code(MNC)
LAC 2 Mobile Network Code(MNC)
Cl 3 Cell Tower ID(Cell ID)
Signal strength: value ranges from 0x00~0xFF;
RSSI 1 0x00 for weakest signal and OxFF for strongest
signal
NLAC1 2 Same as LAC
NCI1 3 Same as Cl
NRSSI1 1 Same as RSSI
NLAC2 2 Same as LAC
NCI2 3 Same as ClI
: NRSSI2 1 Same as RSSI
'”gg::f” NLAC3 2 | sameasLAC
NCI3 3 Same as ClI
NRSSI3 1 Same as RSSI
NLAC4 2 Same as LAC
NCl4 3 Same as Cl
NRSSI4 1 Same as RSSI
NLACS 2 Same as LAC
NCI5 3 Same as ClI
NRSSI5 1 Same as RSSI
NLAC6 2 Same as LAC
NCI6 3 Same as Cl
NRSSI6 1 Same as RSSI
Value=the actual arrival time of MS signal to the
Time leads 1 base staion—arrival time of MS signal to the base
station ( distance from MS to base is 0)
WIFI 1 Confirm the transmitted WIFI quantity. 0 means
Quantity no WIFI detected.
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WIFI MAC1

the WIFI MAC of signal 1 (transmit according to
the searched WIFI quantity. E.g: N WIFI
searched, the transmit N)

WIFI
strength 1

WIFI strength of signal 1

WIFI MAC2

Same as above

WIFI
strength 2

Same as above

Information Serial Number

The serial number of the first GPRS data
(including status packet and data packet such as
GPS, LBS) sent after booting is ‘1°, and the serial
number of data sent later at each time will be
automatically added 1°.

The check codes of data in the structure of
the protocol, from the Packet Length to the
Information Serial Number (including “Packet

Error Check . .
Length” and “Information Serial Number”) , are
values of CRC-ITU.
: Fixed value in HEX 0x0D 0x0A
Stop Bit

5.15. .Command for Platform Immediate Locating (LJDW)
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LIDW flow chart

A\ 4

Platform initiates LIDW command

Initiate Return
positioning LBS/WIFI
position

Receive command and return LBS/WIFI
position. Start GPS positioning

Return failed notification Return LBS/WIFI
Return LBS/WIFI data

GPS positioning succeed

GPS positioning failed in 60s GPS off

No GPS Have signal and work
signal continuously

A4 v

GPS off GPS positioning
4
\4
o o GPS off
GPS positioning failed in 120s

GPS off

1. Protocol interaction
1) To start immediate positioning, platform sends online command to terminal by
protocol 0x80.
Command format: LIDW#
See 5.10 for detail.

2) Terminal uploads LBS/WIFI combined packet (0x2c) and turns on GPS when
receive the command.

3) If GPS positioning succeed, terminal uploads GPS info packet (0x10). See the
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5.2 for details.

4) If GPS positioning failed, terminal uploads LBS/WIFI combined packet (0x2c)
first, then uploads ACSII notification (e.g: GPS=TIMEOUT, xxxxxx ) by 0x81
general upload channel.

2. Platform stops and wait for accurate location in the following situations:
1) Receive GPS information packet
2) Get “GPS=TIMEOUT” notification sent by 0x81 upload channel.

5.16. Instruction about login data package and status

package

1. If a GPRS connection is established successfully, the terminal will send a first login message
packet to the server and, within five seconds, if the terminal receives a data packet responded
by the server, the connection is considered to be a normal connection. The terminal will begin
to send location information (i.e., GPS, LBS information package). A status information
package will be sent by the terminal after three minutes to regularly confirm the connection.

2. If the GPRS connection is established unsuccessfully, the terminal will not be able to send the
login message packet. The terminal will start schedule reboot in twenty minutes if the GPRS
connection is failed three times. Within twenty minutes, if the terminal successfully connects to
the server and receives the data packet from the server as the server’s response to the login
message packet sent by the terminal, the schedule reboot will be off and the terminal will not
be rebooted; otherwise, the terminal will be rebooted automatically in twenty minutes.

3. After receiving the login message packet, the server will return a response data packet. If the
terminal doesn’t receive packet from the server within five seconds after sending the login
message packet or the status information package, the current connection is regarded as an
abnormal connection. The terminal will start a retransmission function for GPS tracking data,
which will cause the terminal to disconnect the current GPRS connection, rebuild a new GPRS
connection and send a login message packet again.

4. If the connection is regarded to be abnormal, and the data packet as a response from the server
is failed to be received three times after a connection is established and a login message packet
or status information package is sent, the terminal will start schedule reboot and the scheduled
time is ten minutes. Within ten minutes, if the terminal successfully connects to the server and
receives the data packet responded by the server, the schedule reboot will be off and the
terminal will not be rebooted; otherwise, the terminal will be rebooted automatically in ten
minutes.

5. Server will not return data package to terminal which has not been registered. The connection
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will be ended directly.

6. When SIM card is not inserted, the GRPS connection will not be activated, and the terminal
will not restart automatically.

7. When SIM cars is inserted while the GPRS connection is not on, the terminal will restart
automatically after 20 minutes.

6. Error Check

A check code may be used by the terminal or the server to distinguish whether the received
information is error or not. To prevent errors occur during data transmission, error check is added to
against data misoperation, so as to increase the security and efficiency of the system. The check
code is generated by the CRC-ITU checking method.

The check codes of data in the structure of the protocol, from the Packet Length to the Information
Serial Number (including “Packet Length” and “Information Serial Number”) , are values of
CRC-ITU.

CRC error occur when the received information is calculated, the receiver will ignore and discard
the data packet.

7. Stop Bit

Fixed value in HEX 0xOD 0x0A

8. Appendix A: code fragment of the CRC-ITU lookup table

algorithm implemented based on C language

Code fragment of the CRC-ITU lookup table algorithm implemented based on C language is as

follow:

static const U16 crctabl16[] =

{
0X0000, 0X1189, 0X2312, 0X329B, 0X4624, 0X57AD, 0X6536, 0X74BF,
0X8C48, 0X9DC1, 0XAF5A, 0XBED3, 0XCAG6C, 0XDBES, 0XE97E, 0XF8F7,
0X1081, 0X0108, 0X3393, 0X221A, 0X56A5, 0X472C, 0X75B7, 0X643E,
0X9CC9, 0X8D40, 0XBFDB, 0XAE52, 0XDAED, 0XCB64, 0XFIFF, 0XE876,
0X2102, 0X308B, 0X0210, 0X1399, 0X6726, 0X76AF, 0X4434, 0X55BD,
0XAD4A, 0XBCC3, 0X8E5S8, 0X9FD1, OXEBG6E, OXFAE7, 0XC87C, 0XD9F5,
0X3183, 0X200A, 0X1291, 0X0318, 0X77A7, 0X662E, 0X54B5, 0X453C,
0XBDCB, 0XAC42, 0X9ED?9, 0X8F50, 0XFBEF, 0XEA66, 0XD8FD, 0XC974,
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0X4204, 0X538D, 0X6116, 0X709F, 0X0420, 0X15A9, 0X2732, 0X36BB,
O0XCEA4C, 0XDFC5, 0XED5SE, 0XFCD7, 0X8868, 0X99E1, 0XAB7A, 0XBAF3,
0X5285, 0X430C, 0X7197, 0X601E, 0X14A1, 0X0528, 0X37B3, 0X263A,
OXDECD, 0XCF44, 0XFDDF, 0XEC56, 0X98E9, 0X8960, 0XBBFB, 0XAA72,
0X6306, 0X728F, 0X4014, 0X519D, 0X2522, 0X34AB, 0X0630, 0X17B9,
OXEFAE, OXFEC7, 0XCC5C, 0XDDDS5, 0XA96A, 0XB8E3, 0X8A78, 0X9BF1,
0X7387, 0X620E, 0X5095, 0X411C, 0X35A3, 0X242A, 0X16B1, 0X0738,
OXFFCF, 0XEE46, 0XDCDD, 0XCD54, 0XB9EB, 0XA862, 0X9AF9, 0X8B70,
0X8408, 0X9581, 0XA71A, 0XB693, 0XC22C, 0XD3A5, 0XE13E, 0XFOB7,
0X0840, 0X19C9, 0X2B52, 0X3ADB, 0X4E64, 0X5FED, 0X6D76, 0X7CFF,
0X9489, 0X8500, 0XB79B, 0XA612, 0XD2AD, 0XC324, 0XF1BF, 0XE036,
0X18C1, 0X0948, 0X3BD3, 0X2A5A, 0X5EES5, 0X4F6C, 0X7DF7, 0X6CTE,
0XAS50A, 0XB483, 0X8618, 0X9791, 0XE32E, 0XF2A7, 0XC03C, 0XD1BS5,
0X2942, 0X38CB, 0X0A50, 0X1BD9, 0X6F66, 0X7EEF, 0X4C74, 0X5DFD,
0XB58B, 0XA402, 0X9699, 0X8710, 0XF3AF, 0XE226, 0XD0BD, 0XC134,
0X39C3, 0X284A, 0X1AD1, 0X0B58, 0X7FE7, 0X6EGE, 0X5CF5, 0X4D7C,
0XC60C, 0XD785, 0XES51E, 0XF497, 0X8028, 0X91A1, 0XA33A, 0XB2B3,
0X4A44, 0X5BCD, 0X6956, 0X78DF, 0X0C60, 0X1DEY, 0X2F72, 0X3EFB,
0XD68D, 0XC704, 0XF59F, 0XE416, 0X90A9, 0X8120, 0XB3BB, 0XA232,
0X5AC5, 0X4B4C, 0X79D7, 0X685E, 0X1CEL, 0X0D68, 0X3FF3, 0X2E7A,
OXET70E, 0XF687, 0XC41C, 0XD595, 0XA12A, 0XBOA3, 0X8238, 0X93B1,
0X6B46, 0X7ACF, 0X4854, 0X59DD, 0X2D62, 0X3CEB, 0XO0E70, 0X1FF9,
0XF78F, 0XE606, 0XD49D, 0XC514, 0XB1AB, 0XA022, 0X92B9, 0X8330,
0X7BC7, 0X6A4E, 0X58D5, 0X495C, 0X3DE3, 0X2C6A, 0X1EF1, 0XO0F78,

/I calculate the 16-bit CRC of data with predetermined length.

U16
{

9.

GetCrcl16(const U8* pData, int nLength)

Uil6 fcs = Oxffff; /I initialization
while(nLength>0){
fcs = (fcs >> 8) M crctab16[(fcs » *pData) & Oxff];

nLength--;
pData++;
}
return ~fcs; /I negated

Appendix B: Complete Format of Information Package

A. data packet sent by the terminal to the server

Login Message Packet (18 Byte)
Start Bit | Packet length | Protocol Number I Information Serial Number 5:;?:[( Stop Bit
2 1 1 8 2 2 2

GPS Information Package (26+N Byte)

- —_— =D~ W

Information Content
GPS Information

Pack Inform Erro

Reserv

et Length of GPS Lat Lo ed ation r
lengt Date Time information, quantity itu ngi | Spe | Course, extende serial Chec
h of positioning d tud ed Status d bit number k

satellites ¢ e

o3c z—00O0O~0 =T

stop
bit




e
r
2 1 1 6 1 4 4 1 2 N 2 2 2
LBS information package (23+N Byte)
Information Content In
LBS Information fo
r
Pr R m
S ot es | at
t | Pa \
al e oc er | io | Er st
il oet ol | Dat ve | n | ror op
tlwe | N8 d|se ) Ch)
B | ng u | Tim MCC MNC LAC Cell ID ex | ri | ec t
- m e te | al k
i th
t be nd | n
r ed | u
bit | m
b
er
211 1 6 2 1 2 3 N | 2 2 2
LBS complete information package (42+N Byte)
Sta | Pac | Pro Information Content Inf Err sto
rt ket | toc | Dat LBS Information Res or or p
Bit | len ol e M M[L|{M|[M|[N|[N[N[N[N[N[N[N[N|]N|]N[N]| erv | mat| Ch bit
gh | Nu | Ti |[C|N|A|lC|C|cCc|c|c|c|c|c|c|c|c|c|cC]|C]| ed | ion | eck
mb | me |C|C|Cl Ul |l [0l [0r|{0v {000t {ur {1 |1|ext]|ser
er S|{1|S|2|S|3|S|4|S|5|S|6]|S]|end al
S S S S S S S| ed nu
1 2 3 4 5 6| bit | mb
er
2 1 1 6 212|212 |1]2|1]2])1|2|1]2[|1]2]|1| N 2 2 2
GPS. LBS information package (34+M+N Byte)
Information Content
GPS Information LBS Information
Length
Prot (.’fGPS Inform | Err | st
:rtt izf oNcoI Da I;tfi%:lr? cou | Rese c ?\fgg ation | or [ o
: u te ! . . rved M M L el serial Ch | p
Bi | len mbe | Ti | Quantit | Latit [ Longi | Sp | rse, en | ¢ N A | and numbe | ec | bi
tfah | "7 | pe | vof | ude | tude | eed | Stat e(’j‘eg clelal [exen j |
positio us bi ded
: it D
ning
satellit
es
2 1 1 6 1 4 4 1 2 M 2 1 2 3 M 2 2 2
Status Packet(13+N Byte)
S Information Content
t
a Proto Reserved ;
Informatio
: Es{igaﬁ I\(I:Srln Terminal Information Voltage GSM Signal Ex?ennciie d n Serial (:El:;(él;( Sé?tp
B ber Content Level Strength Level Bit Number
i (language)
t
2 1 1 1 1 1 2 2 2 2
SNR information of satellite (11+M+N Byte)
Information Content
Start Bit Egﬁggt] i{ﬁ;?ggrl Quantityofp_ositioning ;\tlgli(:z Reserved an_d Informtr;obnerSenaI 5:;?::( Sé?tp
satellites Extended Bit
12[3]...... [n
2 1 1 1 M N 2 2 2
terminal responds to the command sent by server (15+M+N Byte)
String Content Error
Start Packet Protocol Lenath of Server Command Reserved and Information Chec Stop
Bit Length Number g . Extended Bit Serial Number Bit
Command Flag Bit Content k
(language)
2 1 1 1 4 M 2 2 2 2
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GPS, LBS, Status Information Package (40+M+N+L Byte)

Information Content Res
GPS Information LBS Information Status_ V8! Info
Information d rmat
Prot Res | Ter and | .
Pac ion |Erro
Start | ket ocol | Dat Lerég;gof Reser erve | min GSM |Exte Seri| r |stop
; Nul e | . Lo Cou| ved |LB d | al [Volt|Signa| nde :
Bit | Len be|Ti informatio| Lat| —~. d al |Che| Bit
gth mbe | Tim n, quantity | itu ngi|Spe|rse, | and | S meelmnel Lac Cell |and [Info|age | | ' Inu | ek
r e | tud| ed | Stat | Exten|Len ID |Exte|rmat| Lev |Stren| Bit
of de . mbe
itioni e us | ded |gth nde | ion | el | gth |(lan r
posttionin Bit d [con Level| gua
g satellites Bit | tent ge)
2 1]11(6 1 414112 M 1] 2 1 2 3 Nl1]1 1 )2 21212
B. Data Packet Sent by Server to Terminal
Response of Server after receiving Status Packet from Terminal (10 Bytes)
Start Bit | Packet Length | Protocol Number | Information Serial Number 5::;:( Stop Bit
2 1 1 2 2 2
Command Packet Sent by Server to Terminal (15+M+N Byte
Start Packet Protocol Tength of SLr:\f/(;:matlonCCO;nr:?:; T Reserved Information Error Stop
Bit Length Number Command Flag Bit Content extended bit Serial Number Check Bit
2 1 1 1 4 M N 2 2 2
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